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1. Ileanb ocBOeHUS AUCHHILTHHBI

Llens — QopmupoBaHue y 00yJarONIMXCs KOMIIETCHIIMA B 00JIaCTH pa3pabOTKH 0e30macHOro Mpo-
IPaMMHOT0 00ecCIIeueHHs, METOIOB M CPECTB 3alIUThl HH(OPMALIUU B TIPOTPAMMHBIX CUCTEMaX.
3anauu:
1. V3ydeHue THUIIOBBIX YSI3BUMOCTEH MPOTrPaMMHOTO OOECIICYCHUsSI U METOMOB MX IpEJI0TBpaIle-
HUAA.
3HAKOMCTBO C MPUHIIMIIAMH ITPOSKTUPOBAHHS O€30MACHOTO MTPOrPAMMHOTO 00ECIICUCHHS.
N3ydeHre METOIOB U CPEJCTB ayTeHTU(UKAIIMY U aBTOPU3AIIMHU TTOJIb30BaTEICH.
3HAKOMCTBO C KPUTITOIpapUISCKUMU METOJITAMH U CPEICTBAMH 3aIIUTHI TAHHBIX.
W3yueHne npoToKoioB 0€301MacHON Nepeiadn JaHHbIX.
W3yueHne MeToIoB 00ecIieueHus IeJI0CTHOCTH JIaHHBIX.
7. OcBoeHHME HaBBIKOB UCIIOJIb30BAaHUS MHCTPYMEHTAJIBHBIX CPEICTB 0OecreueHus: 0e30MacHOCTH
MIPOrPaMMHOTO 00ECTIICUCHHS.
8. ®dopmupoBaHUEC YMCHHSI aHAIM3UPOBATH YSI3BUMOCTH MPOTPAMMHOTO OOeCIeYeHHs U pa3pada-
TBHIBaTh MOJIMTHUKY HHPOPMAIIMOHHOW 0€30IaCHOCTH.
9. OgnaxeHue mpueMamMH MPEIOTBPANICHIS, 0OHAPYKSHUS M HEUTpATU3aliy yrpo3 6€301acHOCTH
MPOTPAaMMHBIX CHCTEM.

SER

2. MecTo tucHUIIHHBI (Y4eOHOTro Kypca) B crpyktype OIIOII BO

Jannas nucruruinHa (y4eOHbIN Kypc) OTHOCUTCS K 050Ky b - o0si3aTenbHas 4acTs.

Jucuuninzel, yaueOHble Kypchl, HA OCBOEHUHU KOTOPBIX 0a3upyeTcs JaHHas JUCHUILIMHA (yueOHbII
Kypc) — MHbopMaLlmoHHbBIE CUCTEMBI M TEXHOJIOIMHU, YIIpaBleHHE MPOEKTaMU pa3pabOTKU IMPOrpaMMHOIO
obecrieuenus1, ba3pl JaHHBIX U yrpaBieHue JanHbIMHA, OOecneueHre KauecTBa KoJa U KO/ PEBBIO.

JucuunirHael, yueOHble KypChl, Ul KOTOPbIX HEOOXOIMMbI 3HaHUS, YMEHHUS, HaBBIKH, IpHOOpeTae-
MBI€ B pe3yJIbTaTe U3y4eHHs JaHHOW TUCIUIUIHHEI (yd4eOHOTo Kypca) — BrIogHeHne 1 3ammTa BBITYCKHON
KBaJM(HUKALMOHHOM pabOTHI.



3. Ilnanupyemble pe3yabTaTbl 00y4eHHs

®opMupyembie U
KOHTPOJIMpyeMble KOMIIe-
TeHIHH
(Koa 1 HAMMEHOBAHMUE)

HNHaukaTopbl 10CTH-
JKeHUSs] KOMIIeTeHIU
(KO ¥ HAaMEHOBAHUE)

Ilianupyembie pe3yabTaTbl 00y4eHUs

OIIK -3. Cnoco6eH pemarb
CTaHJAPTHBIC 3a/1a4H TIPO-
(heCcCuOHANBLHOM JIesATEb-
HOCTH Ha OCHOBE HH(]OP-
MaIMoOHHOM 1 OubIHorpa-
(ugecko KynbTypbl ¢ IpH-
MEHEHHEM HHpopMarm-
OHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTHI U C Y4ETOM OC-
HOBHBIX TpPeOOBaHUHN UH-
dbopManmoHHOM Oe30mac-
HOCTH;

OIIK-3.1. 3HaeT npuHIUIIBL,
METOJIbI M CPE/ICTBA PEIICHHS
CTaHJApTHBIX 3a1a4 npodeccu-
OHAJIBHOH JIeSTeTBHOCTH Ha
OCHOBE MH()OPMAITMOHHOH 1
O6ubimorpaduyecKkoil KyabTypsl
C MpUMeHeHueM nHpopmaru-
OHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHH U C y4ETOM OCHOB-
HBIX TpeOoBaHUN HHPOpMAIIH-
OHHOH 0€e30TacHOCTH.

3HaTh: METO/IBI U CPEJICTBA PEILICHHUS
CTaHJAPTHBIX 33724 MpodeccunoHaIbHON
JeSITeIbHOCTH Ha OCHOBE MH(OPMALIMOH-
HOM 1 OMOIMOTrpaPUIECKON KYIBTYPHI C
pUMEHEHHEM HH()OPMAIIHOHHO-KOMMY-
HUKAIMOHHBIX TEXHOJIOTHI U C Y4E€TOM
OCHOBHBIX TpeOOBaHUH HH(POPMAIIHOH-
HOI1 Oe3onacHOCTH

YMeTh: IPUMEHSTh METO/IBI M CPEACTBA
peleH s CTaHAapTHBIX 3a/1a4d podeccu-
OHAJIbHOH JIESITEILHOCTH Ha OCHOBE HH-
(hopManmoHHOM 1 6ubIMOrpaduIecKo
KYJIBTYPBI C TPUMEHECHHEM UH(POpPMAIH-
OHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH 1
C Y4€TOM OCHOBHBIX TpeOoBaHUi1 HH(DOP-
MAaIMOHHOH 0€301acHOCTH

Bnaners: HaBbIKAMH TPUMEHEHHS METO-
JIOB M CPEJICTB PEIICHHUS CTaHIAPTHBIX
3a7a4 Mpo(ecCUOHATBHOM eI TEIFHOCTH
Ha 0CHOBE MH(OPMAIIMOHHON 1 OHOIHO-
rpadu4ecKoi KyJIbTYphl C IPUMEHEHHEM
UH(POPMAIMOHHO-KOMMYHHUKAI[HOHHBIX
TEXHOJIOTHH ¥ C y4€TOM OCHOBHBIX Tpe-
O6oBaHui HHHOPMAIIMOHHON O€30TmacHo-
CTH

OIIK-3.2. YmMeer pemarhb cTaH-
JapTHbIE 3a/1a4u podeccuo-
HaJILHOM JIeATeIbHOCTH Ha OC-
HOBE UH(POPMAITMOHHON U OMO-
JIuorpaguuecKoil KylIbTyphl €
IpUMEHEHHEM UH(pOpMaIu-
OHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTUH U C Y4ETOM OCHOB-
HBIX TpeOoBaHUI MHPOPMAIIH-
OHHOM 6€30MaCHOCTH.

3HaTh: CTaHJAPTHBIC 337a491 IPOECCHO-
HAJIbHOW JeATeIbHOCTH HA OCHOBE UH-
(dhopMmarmoHHoO# 1 Gubanorpaduyueckoi
KYJIBTYPbI C IPUMEHEHHEM UHPOpMaIu-
OHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHIA 1
C Y4€TOM OCHOBHBIX TpeOoBaHUil HH(pOp-
MAallMOHHOM 0€30MMacHOCTH

YMeThb: MpUMEHATh CTaHAAPTHBIC 3a]Ja4H
npo¢eCCHOHATBLHON NeITeTbHOCTH Ha
OCHOBE MH(POPMAITMOHHOMN 1 OubIHOorpa-
(uveckoil KylbTyphI C TPUMEHEHHEM UH-
(hopMallMOHHO-KOMMYHHUKALIMOHHBIX TEX-
HOJIOTH Y C Y4E€TOM OCHOBHBIX TpeOoBa-
HUH HH(OPMALIMOHHOM Ge30MacHOCTH
BrnaneTs: HaBbIKAMU TIPUMEHEHUSI CTaH-
JApTHBIX 3a/1a4 Mpo(peCcCHOHAIBHON Jies-
TEJBHOCTH Ha OCHOBE WH(OPMAIMOHHOM
u O6ubnmorpaduyeckoil KynpTyphl ¢ MpH-
MEHEHHEM MH(OPMAIMOHHO-KOMMYHHUKA-
IIUOHHBIX TEXHOJIOTUI U C YUE€TOM OCHOB-
HBIX TpeOoBaHU MH(OpPMAITMOHHON Oe3-
OIMAaCHOCTH




OIIK-3.3. Bnageer HaBbIKaMu
MOJITOTOBKH 0030pOB, aHHOTA-
Ui, cocTaBiieHUsI pedeparos,
HAy4YHBIX JIOKJIJOB, IyOJIMKa-
nuid, wu Oubmuorpadpuu MO
HAyYHO-UCCIIEIOBATEIIbCKON
pabote ¢ ydeTom TpebOBaHUM
nH(popMaIMOHHONW Oe30macHo-
CTH.

3HAaTh: TPUHIIUIIBI TOTOTOBKU 0030pOB,
aHHOTAIINH, COCTABIICHHS pedeparos,
HAYYHBIX JTOKJIAJIOB, ITyOIUKAIUi, 1 O1o-
arorpaduu Mo HAyYHO-UCCIIEIOBATEIb-
CKO# paboTe ¢ yueToM

YMeThb: COCTaBISITh 0030PbI, AaHHOTAIIHH,
pedeparsl, Hay4dHbIE TOKIa/Ibl, MyOIrKa-
iy, 1 Oubarorpaduu Mo Hay4YHO-UCCIIe-
JI0BaTeJIbCKOI paboTe ¢ yueTom

Brnanerh: HaBbIKAaMH TOATOTOBKH 0030-
pOB, aHHOTAIlMH, COCTaBICHHS pedepa-
TOB, HAay4HBIX JOKJIQJIOB, MyOIHKALUH, U
Ooubnmuorpaduu M0 HAyYHO-HCCIIENOBA-
TEJIBCKOW PabOTE C y4ETOM

OIIK -5. Criocoben uH-
CTAJUTMPOBATh MPOTPAMM-
HOE U anmaparHoe odecrie-
YeHue JUIsl UH(HOPMAIIUOH-
HBIX 1 aBTOMAaTU3HWPOBAaH-
HBIX CUCTEM;

OIIK-5.1. 3naeT npuHUUIIBI
YCTAHOBKH IIPOrPaMMHOTO U
anmapaTHOro 00eCIeueHUs JIIst
MH(OPMALMOHHBIX U aBTOMa-
TU3UPOBAHHBIX CHCTEM

3HAaTh: IPUHLIUIIBI YCTAHOBKH IPOTrpamMMm-
HOT'O U anmnapaTrHoro odecrneyeHus
YMeThb: IPUMEHTh YCTaHABIIUBATH IIPO-
IPaMMHOI0 U anmnaparHoe o0ecreyeHue
Bitagers: HaBbIKaMM yCTaHOBKH ITPO-
IPaMMHOI0 U alapaTHOro ooecrevyeHus
U1 THPOPMAITMOHHBIX W aBTOMATH3UPO-
BaHHBIX CUCTEM

OIIK-5.2. YMeeT BBHIIOJIHATh
HACTPONKY HHPOPMAIIMOHHBIX
Y aBTOMaTU3UPOBAHHBIX CH-
CTEM

3HaTh: IPUHLIUIIBI HACTPOUKH HH(OpPMa-
LIMOHHBIX U aBTOMaTU3UPOBAHHBIX CH-
CTEM

YMeTh: BBINOIHITH HACTPOUKY HHPOpMA-
LIAOHHBIX U aBTOMaTU3HUPOBAHHBIX CH-
cTeM

Brnanets: HaBbIKaMu HacTpoOWKH UHGOP-
MAallMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHU-
CTEM

OIIK-5.3. Bnageer HaBBIKaMH
MHCTAJUISIUU IPOTPAMMHOIO U
anmaparHoro 0O0ecreueHus uH-
(bopMaIOHHBIX U aBTOMATH3U-
POBaHHBIX CUCTEM

3HaTh: IPOrpaMMHOE U almnapaTHoe
obecnieyeHne MH(POPMAIIMOHHBIX U aBTO-
MaTu3rupOBaHHBIX CUCTEM

YMeTh: HHCTAJUIMPOBATh MPOrPaMMHOE U
anmnapaTtHoe o0ecrneueHue nHpopmaru-
OHHBIX M aBTOMAaTH3UPOBAHHBIX CHCTEM
BJ'I&}IGTI)Z HaBbIKaMW HWHCTAJUIMPOBAHHUA
IPOrpaMMHOTO U anmapaTHoro odecrneye-
HUA I/IH(bepMaHI/IOHHI)IX 1 aBTOMAaTU3npo-
BaHHBIX CUCTEM







4. CTpyKTypa u coiep:KaHHe JUCIHUIIUHbI

DopMbl TEKYLIEro

U obecrieyeHrue 0a30B0M 0€30M1aCHOCTH

Bun . . ..
.| HaumeHoBaHMe TeM 3aHATHH (Y4eOHOM pa- O0bém, NHTepakTHB, KOHTPOJIS (HAMMEHO-
Monyas (pa3aen) |y4ueOHOM Cemectp Banabt
00THBI) 4. q. BaHHUe OLIEHOYHOI0
padoTsI
cpeacTna)
J— Tema 1. BBenenue B 6e30macHOCTh MU pa3pa- CobecenoBanue (yct-
00TKE IPOrpaMMHOTr0 00ecIeueHUs HBIN 0MPOC)
1. OcHOBHBIE TTOHS-
THS M OUPECNeHHS | Lo N3ydeHue NEKIIMOHHOrO MaTepuania u mojro- B 3
6e30HaCHOCTI/I UH- ’ TOBKA K NPAKTUYCCKUM 3aHATHAM
dhopmanuu. TpeGosa-
HUs1 0€30MMaCHOCTH T LM
ema 1.1. MeTombl ONTUMU3AINN YITPABIICHUS
paspabOTKIt Mpo- JEKUHUs |>KU3HEHHBIM I/IKJJ?I[ M pacIl | Hgbrllylz aHHBIX C Cobecenosarme (ycr-
rpaMmHOro obecre- | TEKI 3HE IUKIIOM pac peﬂve; a HELIE OTIPOC)
S— y4eToM MH(OPMaIMOHHON 0€3011aCHOCTH
caMOCT N3yyenune NeKIMOHHOT0 MaTepraia u MmojAro-
' TOBKa K MIPAKTHUECKUM 3aHATHSIM
[— Tema 2. IlpuaIIMTE HHPOPMAITMOHHON Oe301mac- CobecenoBanue (ycr-
HoctH. [IpoekTupoBanue 6€30MacHOCTH HBII OTIPOC)
2. CeTeBble TEXHOJIO-
TUU 1 MTHOPMAIITMOH-
Hast 6€3011aCHOCTH [Tpaktuyeckas padora Nel. Pa3paboTka BeO-mipu-
N Otyer no nmpakTuye-
MPaKT. | JOXKEeHUs ¢ QYyHKIUEH pelaKTUPOBaHUSI 3aMETOK —

cKkoii pabote (3amuTa)




Bun

@DopMbI TEKYLLIETO

.| HaummeHoBaHMe TeM 3aHATHI (YueOHOH pa- O0bém, HNuTepakTuB, KOHTPOJIS (HAMMEHO-
Monyas (pa3zaena) |y4yeOHOM Cemectp Bbanbl
00THI) q, q, BaHHe OLEHOYHOI'0
padoTbI
cpeacrsa)
DAk [IpaxTnueckast pabora Ne2. Ctaruueckuil aHanu3 Otuer 1o npaxkTuye-
paKt: KOZIa U YCTpaHEHUE yS3BUMOCTEH CKOH paboTe (3amuTa)
[Tpaktuyeckas padora Ne3. Jlunamuueckoe Te-
Otuer 1o npaxkTuye-
npakT. | crupoBanue (DAST) u 3ammra or OWASP Top - .
CKOM pabore (3amura)
DaKT [IpakTuueckas padora Ne4. 3amuta or SQL-uHB- Otuer 1o nmpaxkTuye-
pat: eKLIUH U TecTupoBaHue ¢ moMolpo SQLMap cKoli pa0oTe (3auTa)
DAKT [Tpaktuueckas pabora Ne5. Obecnieuenue 6e3- Otuer 1o npaxkTuye-
paKt: ornacHocTH 0a3bl JaHHbIX PostgreSQL cKoli pa0oTe (3auTa)
DAk [Tpaktuyeckas padora Ne6. Pazpaborka riana OTuer o npaxkTHye-
PaKt. 6e3onacHocTt U DevSecOps-unrerpanus cKkoii pabote (3amuTa)
[IpakTrueckas padora No7. MonutopuHr 6e3-
Otuer no npaxkTuye-
IIPaKT. OTaCHOCTH M PearupoBaHUE HA WHIUICHTHI —

CKOM pabore (3amura)




@DopMbI TEKYLLIETO

Buna . . o
.| HaummeHoBaHMe TeM 3aHATHI (YueOHOH pa- O0bém, HNuTepakTuB, KOHTPOJIS (HAMMEHO-
Monyas (pa3zaena) |y4yeOHOM Cemectp Bbanbl
00THI) q, q, BaHHe OLEHOYHOI'0
padoTbI
cpeacrsa)
CAMOCT N3y4deHune NeKIMOHHOro MaTepuaia U moJro-
' TOBKA K MPAKTHUECKUM 3aHATHIM
Tema 3. TexHOJOTHUS OCYILIECTBICHHS ONTUMHU3A-
— yIpaBJI€HUSI )KU3HEHHBIM LIUKJIOM pacrpese- CobecenoBanue (yct-
JICHHBIX JIaHHBIX C Y4€TOM MH()OPMALIMOHHON HBII OTPOC)
6e3omacHocTH. Pa3paboTrka 6e30macHOCTH
CAMOCT N3yyeHue neKunOHHOro MaTepuaa U mojaro-
' TOBKA K IPAKTHYCCKUM 3aHATHSIM
JN— Tema 4. THCTpyMeHTBHI, HCTIONIb3yeMbIe /TSl o0ec- CobecenoBanue (ycT-
nedeHus: 6e30MacHOCTH Ha ATare pa3padoTKu HBII 0MPOC)
CaMOCT N3yuyenue neKquoOHHOro MaTepuaia u rmojaro-
' TOBKA K TPAKTHYCCKUM 3aHATHAM
3. Pazpabotka npu- Tema 5. OnTuMu3anuu yrnpapiaeHUs KU3HEHHBIM
KJIQTHBIX 3a]1a4 C J— [UKIIOM pacrpeAeNIeHHbIX TaHHBIX C YI€TOM HUH- CobecenoBanue (ycT-

y4eToM TpeOOBaHMI
0€30IMacHOCTH

dbopmanmonHol 6e3omacHocTr. OOCTy)KUBaHHE

0e300aCHOCTH

HBII OIPOC)




@DopMbI TEKYLLIETO

Buna . . o
.| HaummeHoBaHMe TeM 3aHATHI (YueOHOH pa- O0bém, HNuTepakTuB, KOHTPOJIS (HAMMEHO-
Monyas (pa3zaena) |y4yeOHOM Cemectp Bbanbl
00THI) q, q, BaHHe OLEHOYHOI'0
padoTbI
cpeacrsa)
CAMOCT N3y4deHune NeKIMOHHOro MaTepuaia U moJro-
' TOBKA K MPAKTHUECKUM 3aHATHIM
JN— Tema 6. Yrpo3b1 6€30MaCHOCTH U METOIBI UX CobecenoBanue (ycr-
MPEeIOTBPAIICHUS HBII OTPOC)
CAMOCT N3ydeHune NeKIIMOHHOTO MaTepuania u mojro-
' TOBKA K IPAKTHYCCKUM 3aHATHSIM
CobecenoBanue (ycT-
nekusi | Tema 7. PearnpoBanue Ha yrpo3sl 6€30MacHOCTH - - N
HBII OIPOC)
caMOCT W3ydeHune NeKIIMOHHOTO MaTeprania u Mmojro-
' TOBKA K TPAKTHYCCKUM 3aHATHAM
Onenka ypoBHs 3Ha-
HUN U yMeHHI 00yda-
Kon- FOLIUXCS IO TUCIU-
DK3aMeH — » AHCH
TPOJIb MJIMHE Ha OCHOBE OTBE-

TOB Ha BOIIPOCHI U3 OU-

JIE€TOB




Bun

@DopMbI TEKYLLIETO

.| HaummeHoBaHMe TeM 3aHATHI (YueOHOH pa- O0bém, HNuTepakTuB, KOHTPOJIS (HAMMEHO-
Monyas (pa3zaena) |y4yeOHOM Cemectp Bbanbl
00THI) q, q, BaHHe OLEHOYHOI'0
padoTbI
cpeacrsa)
TIpOM. at [IpomesxyTouHas arTecTanus —
TECT.

Hroro




5. OoOpa3oBare/ibHbIE TEXHOJIOTUH

B pamkax m3ydeHHs TUCIMIUIMHBI MPETYCMOTPEHO MCIIONIB30BaHKE CISTYIONMMX 00pa3oBa-
TETBHBIX TEXHOJIOTHIA:

- TEXHOJIOTHS TPAIUIIMOHHOTO O0yUYeHUS;

- HMHTEPAKTUBHBIC TEXHOJIOTUU: y4eOHbIC TUCKyCCHH (TIPUMEHSIOTCS BO BCEX MOIYISAX IO

WUTOTaM BBITTOJTHEHHS padoT).

TexHomoruu TpagUIIMOHHOTO 00YYEHUS - OpraHu3aIysl yueOHOro mpolecca B By3e, OCHOBaH-
Hasl Ha JICKIIMOHHBIX M MPAKTHYECKUX (popMax oOydeHUs: 0OBICHUTEIBHO-HIUTIOCTPATUBHOE 00yyde-
Hue. J[aHHas TEXHOJIOTHUS MPUMEHSETCS BO BCEX MOAYIISIX Kypca.

TexHOMOTHS UHTEPAKTUBHOTO OOYYCHHSI — 3TO OpraHM3alusl Y4eOHOTo mpolecca, KoTopas
MpenoyiaraeT MakCUMaIbHYI0 aKTUBHOCTH OOYYArOMIMXCS B IMpoiecce GOPMUPOBAHUS KITFOUCBBIX
komnereHIui. Ha ydeOHol nuckyccun o0yvaromuecs mpeaCcTaBisioT Pe3yabTaThl BBITIOJIHEHUS 3a-
JTaHHOU paboTel. [IpoBoauTCS 00CYXICHNE TPUMEHEHHBIX PeIICHHUH, NX d3PPEKTUBHOCTH U apXUTEK-
TYpBbI IPOTPAMMHOTO KOJIA.

6. MeToauyecKue yKa3aHusi 0 OCBOCHUIO TMCIHUIIHHBI
6.1PexomMeHIAI[HM MO MOATOTOBKE K MPAKTHYECKUM 3aHATHIM

OOyyaromumcst cieyer:

® [IpU MOJATOTOBKE K 3aHATUSAM 0053aTebHO MCIIOJIB30BATh HE TOJIBKO YUEOHYIO TUTEPATypy, HO U
JIpyTrue UCTOYHUKH;

e B HayaJle 3aHATUH 3a/1aTh IIPENIOIABATEI0 BOIIPOCHI 10 MATEpHaly, BEI3BAaBIIEMY 3aTPYIHEHUS B
€ro MOHMMaHUHU ¥ OCBOCHUHU IIPU PELICHUH 3a]1a4, 3aJaHHbIX ISl CAMOCTOSATEIBHOTO PEIEHUS;

® HA 3aHATUU JIOBOIUTH KXKIYIO 3a/1a49y 0 OKOHYATEIbHOIO pEUIEHUs, IEMOHCTPUPOBATH TOHUMA-
HUE IyTel pellieHus IOCTaBICHHbIX 33/1a4 U OCBOCHHUS BbIJaHHBIX 3HAHUI, B CIy4ae 3aTpyJHEHHH
oOpamiarkcs K MpernoiaBareio.

[Ipu caMOCTOSATENBHOM pEIIEHUH 33]1ad HY)KHO 0OOCHOBBIBaTh KaXKIbIW ATAll pelieHus, uc-
X0/l U3 TEOPETUUYECKUX MOJIOKEHUH Kypca. Ecnu oOyuaromumiicss BUIUT HECKOJIBKO MyTel pelieHns
3a/laud, TO HY)KHO CPaBHUTbh UX U BBIOpaTh camblil panioHanbHbIN. [lone3Ho 1o Havyana perieHus
3aJ]a4yll COCTABUTh KPaTKUi IJ1aH pelleHus 3a1auu. Pemenre npoOieMHbIX 3a7a4 UM TPUMEPOB cJie-
JyeT u3jararb MmoapoOHO, OTIEINssl BCIIOMOorareabHble MyTH PElIeHUsl 0T OCHOBHBIX. Pemienus npu
HEOOXOIMMOCTH HY)KHO CONPOBOXKIATh KOMMEHTAapUAMHU, CXEMaMH, aITOPUTMaMH.

Crnenyetr NOMHUTB, YTO pEIICHNE KaKJ0W y4eOHOM 3a/1a4i JI0JKHO JOBOJIUTHCS 10 OKOHYA-
TEJIBHOTO JIOTHYECKOTO OTBETa, KOTOPOro TpedyeT yCIOBHE, U IO BO3MOKHOCTH € BBIBOJOM. [lomy-
YEHHBIN OTBET CJIETyeT MPOBEPUTH CIIOCO0aMH, BHITEKAIOIIUMHU U3 CylllecTBa JaHHOU 3anauu. [lo-
JIe3HO TaKXe (eCIM BO3MOXHO) PelIaTh HECKOJIBKUMHU CIIOCOOAaMU M CPAaBHUTD MOJTyYSHHbIE Pe3yIlb-
TaTbl. Perienne 3a1a4 TaHHOTO THUIIA HY)KHO TIPOJIOJIKATh J10 IPUOOPETEHHS TBEP/IBIX HABBIKOB B MX
pELICHUH.

PexomMeHaanuu mo NoAroToOBKe K HTOrOBOM caadye JUCHUIINHBI

[TonroroBka K UTOTOBOM caue MPEeAMETa CIIOCOOCTBYET 3aKPEIICHUI0, YIITYOJIEHUIO 1 0000-
IIEHHUIO 3HAHUH, [TOJTy4aeMbIX, B Ipoliecce 00yueHus, a TaKKe MPUMEHEHHIO UX K PEIIEHHUIO TPAKTHU-
YecKUxX 3ajad. [0ToBsACh K Hell, oOydaromuiics JTUKBUAUPYET HMEIOIIMecs] MpoOenbl B 3HAHUSX,
yIIyOJIsieT, CUCTeMaTU3UPYeT U YIIOps104MBaeT cBOM 3HaHUs. Ha nutoroBoii ciaue oOydaromuiics ne-
MOHCTPHUPYET TO, YTO OH IIPHOOPEN B Mpoliecce 00yueHus: 0 KOHKPETHON y4eOHOM TUCIUIUINHE.

Heo6xonumMo opueHTHpPOBaTh OOYYAIOUIMXCSI HAa CUCTEMAaTHUECKYIO MOATOTOBKY K 3aHATHUSIM
B TEUEHHUE CEMECTPA, YTO MO3BOJUT UCIIOJIb30BaTh BpEeMs IK3aMEHALIMOHHON CECCUH sl CUCTEMAaTH-
3alUH 3HAHU.



7. OueHo4YHbIE CPEACTBA

7.1TlacniopT OlIEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Koa koHTpOJIMpYe- HaumenoBanue
MO KOMIIETeHIH U OIIEHOYHOI'0 CPeICTBA
(MIM ee 4ACTH)

TecroBble 3a1aHUs 110 JIEKIUOHHOMY MarepHaily.
OIIK-3 Bomnpocsl k 3K3ameny.

OTueTsl MO NpaKTUIECKUM padbortam 1-7
TecroBble 3aaHuUs IO JEKIIMOHHOMY MaTepHaity.
OIIK-5 Bomnpocsl k 3k3aMeRy.

OTYeTHI 10 MPAKTHIYECKUM padboTam 1-7

7.2TunoBble 3a/1aHNS WM HHbIE MaTePUAJIbI, He00X0IMMBbIe /IS TeKYIero KOHTPOJIs

7.2.1 Bonupocs! /s co0eceI0BAHNUS 10 MOIYJIIO

TunosBble npuMepsl 3a1aHUH

Monyasb 1. OcHOBHBIE IOHATHS U Onpeae/ieHus OesonacHocT nHpopmanuu. Tpedosa-
HHS 0e30MIaCHOCTH Pa3padoTKu NPOrPaMMHOI0 odecreyeHnst

1. Kakne ocHOBHBIE MOHATHUS U ONpPEENIeHUs 0€30MacCHOCTH WH(POPMALIUA HEOOXOTUMO
3HATh NpHU pa3pabOTKe MPOrpaMMHOIO 0OECIEeYeHMs, 1 KaK OHU CBSI3aHbl C YIIpaBJICHUEM
KU3HEHHBIM LIUKIIOM paclpeieeHHbIX TaHHbIX?

2. Kakue TpeOoBaHusi 0€30MacHOCTH HEOOXOAMMO YUYWTHIBATH MPHU pa3pabdOTKe Mpo-
IPaMMHOI0 OOecleyeHus, 1 KaK OHM CBS3aHbI C ONTHUMH3AIMEN yIpaBlIeHUs KU3HEHHBIM
LUKJIOM paclpeeIeHHbIX TaHHBIX?

3. Kakue meroapl OoNTHUMM3alMU YIPaBICHUS >KU3HEHHBIM LIUKJIOM pacHpeleseHHbIX
JAHHBIX CYIIECTBYIOT, U KaKKe U3 HUX HanoOoJsee 3 PEeKTUBHBI C TOUKHU 3PEHUS 0€30MaCHOCTH
uHpopmanuu?

4. Kakue pucku cBs3aHHbIE ¢ 0€30M1aCHOCTBIO JaHHBIX MOTYT BO3HHUKHYThH IIPH pazpa-
00TKe MPOrpaMMHOr0 00ecrieyeH s, 1 Kak UX MOYKHO MPEJOTBPAaTUTh?

S, Kakue npuHIunel ”HPOpMalMOHHOM 0€3011acCHOCTH HEOOXOIMMO YUUTHIBATH ITPU pas-
palboTKe MporpaMMHOro o0ecreyeHns, U Kak OHM CBSI3aHbI C YIPABICHUEM KU3HEHHBIM IHK-
JIOM pacripe/ieNIeHHbIX TaHHbBIX ?

6. Kakune metozab! obecrieueHust 6€30MaCHOCTH JAHHBIX MOXKHO HCIIOJIb30BaTh MpHU pas-
paboTKe MporpaMMHOT0 00ecIieueHus, U KaK OHU CBSI3aHbI C YIIPaBICHUEM KU3HEHHBIM ITHK-
JIOM pacIpeieIeHHbIX TaHHbIX?

7. Kakue nmpuHIMIIBI yIIpaBieHUs )KU3HEHHBIM IIUKJIOM paclpeesIeHHbIX JaHHBIX Clie-
JyeT YYUTBIBaTh NpHU pazpaboTKe MPOrpaMMHOIO OOecrieueHus], U KaK OHHU CBS3aHBI C 0e3-
OIACHOCTHIO UH(pOpMAIIH?

8. Kak OLICHUTH YPOBCHb 0€30IacHOCTH pa3p3.60TaHHOFO nporpaMmMHOro O6CC1’IC‘-ICHI/I$[,
1 KaKH€ MCTOABI UCITIOJIB30BAaTh JJIsA €TI0 YJ'Iqu_HeHI/ISI?
9. Kakue METOAbI BLI60pa ONTHUMAJIBHOI'O MCTO/ZIa YITPABJICHU S ) KU3HCHHBIM LIUKJIOM pac-

MIPEICNICHHBIX JaHHBIX BBl MOXKETE TIOPEKOMEHI0BaTh O0YYaIOMMMCS TIPH pa3paboTKe Mpo-
rpaMMHOT0 obecrieueHus ?

10. Kakume MeTompl OOHapyKeHHsI W TPEAOTBPAIICHHUS YSI3BUMOCTEH B MPOTPaMMHOM
00€eCIeYeHnH CyIIeCTBYIOT, M KaK OHH CBSI3aHbI ¢ 0€30MaCHOCTBIO JJAHHBIX U YIPABICHUEM
’KM3HEHHBIM ITUKJIOM PacTIpeeNICHHBIX JaHHBIX?



11. Kakwue MeTo/IpI 3aIUThl JAHHBIX MOXKHO UCIIOIB30BaTh pH paboTe ¢ 6a3amMu JaHHBIX,
U KaK OHU CBSI3aHBI C yNPaBICHUEM XKHU3HEHHBIM IIUKJIOM paclpeesieHHbIX TaHHBIX U 0e3-
OIaCHOCTBIO HH(pOPMATUH?

12.  Kakue MeTo/bl 3alIUTHI JAHHBIX MOXKHO HCIIOJIb30BaTh MPHU padboTe ¢ 00IaYHBIMU Ccep-
BHCaMU, M KaK OHH CBSI3aHBI C YIIPABICHUEM KHU3HEHHBIM ITUKIIOM PaCIPEIeICHHbBIX JAHHBIX
1 0€301acHOCTHI0 HH(pOpMaIuu?

13.  Kakue MeTombl 3aluThl JAaHHBIX MOXKHO UCIOJIB30BATh MPU paboTe ¢ BUPTyaTbHBIMH
yacTHbIMU ceTsiMu (VPN), 1 kak OHU CBSI3aHBI C YIPaBICHUEM KU3HEHHBIM IIUKIJIOM pacIipe-
JIeTICHHBIX JaHHBIX U 0€30MaCHOCTHIO HH(pOopMarn?

14.  Kakue meronbl oOecnieueHusi 6€30MacCHOCTH JaHHBIX MOXKHO HCIOJIB30BaTh MpHU pa-
00Te ¢ cucTeMaMu YIPaBJICHUS KOHTEHTOM, U KaK OHH CBSI3aHBI C YIIPABICHUEM )KH3HEHHBIM
LUKJIOM pacrpeiefIeHHbIX TaHHBIX U 0€30MacHOCThI0 HH(popManuu?

15. Kakue meronbl oOecnieueHus 0€30MaCHOCTH JAaHHBIX MOXKHO HCIONB30BaTh MPHU pa-
6oTe ¢ BeO-cepBepaMu, U KaK OHU CBSI3aHBI C YIIPABICHUEM >KU3HEHHBIM ITUKIIOM pacipeie-
JICHHBIX JIAaHHBIX ¥ 0€30MacHOCThI0 HH(pOpManuu?

Moayanb 2. CeTeBble TeXHOJIOTHM M MH(POPMAIHOHHAS 0€30MACHOCTD

1. Kakue npuHiumnsr nHGopMamoHHo# 6e30macHOCTH HEOOXOMMO YUUTHIBATH IIPH Pa-
00Te ¢ cCeTEeBBIMU TEXHOJIOTHSIMU, U KaK OHH CBSI3aHBI C YIIPABICHUEM KU3HEHHBIM ITHKIOM
pacnpeeneHHbIX JaHHbIX ?

2. Kakne MeTombl ONTUMH3AIMK YIIPABICHUS XKU3HECHHBIM IMKJIOM PaCTIPEIEICHHBIX
JTaHHBIX CYLIECTBYIOT, M KAKHe U3 HUX Hanbosee 3pPEeKTUBHBI C TOUKU 3pEHUS O€30I1aCHOCTH
uHpopmanuu?

3. Kakne PUCKH CBA3AHHBIC C 0€30IaCHOCTBIO AAaHHBIX MOT'YT BO3BHUKHYTb ITIpH pa60Te C
CCTCBBIMHU TCXHOJIOTUAMU, U KaK UX MOKHO HpG[[OTBpaTI/ITI)?
4. Kakue MCTObI obecrnieueHuss 0€30MaCHOCTH JAaHHBIX MOKHO HCIIOJIB30BaTh IIPH pa-

00Te C CETEeBBIMU TEXHOJIOTUSIMH, U KaK OHU CBSI3aHBI C YIIPABJICHUEM KU3HECHHBIM [IUKJIOM
pacrpeieNeHHbIX TaHHbIX?

5. Kakue nmpuHIUIBI yIpaBieHHs )KH3HEHHBIM ITUKIIOM PacIpe/IeNIeHHbBIX IaHHBIX HEOO-
XOJIMMO YUYHUTBIBATh AJisl oOecreueHns 0e30nacHOCTH HH(OopMaIuu mpu paboTe C CETEeBBIMU
TEXHOJIOTUSIMHU?

6. Kakwue MeToap! BBIOOpa ONTUMAILHOTO METO/IA YIIPABICHUS KHU3HEHHBIM ITUKJIOM pac-
MIPEICNICHHBIX JTAHHBIX JUIsl oOecrieueHus: 0€30MacHOCTH UH(OPMAITUU BbI MOXKETE MOPEKO-
MEHIOBaTh OOYJaroIIuMcsi?

1. Kakue MeTozipl 3a1IMThI JaHHBIX MOXKHO UCIIOJIb30BaTh MPH padoTe ¢ 0eCIpOBOIHBIMU
CETSIMM, M KaK OHU CBSA3aHbl C YIPABICHUEM )KM3HEHHBIM LINKJIOM PACIPEIEICHHbIX TaHHbIX ?
8. Kakue meronpl obecrnieueHust 6€30MacCHOCTH JAaHHBIX MOXHO HMCIOJIB30BaTh MPHU pa-

00Te ¢ CEeTEeBBIMH MPOTOKOJIIAMHU, M KaK OHU CBSI3aHBI C YIIPABJICHUEM >KHU3HEHHBIM ITUKIIOM
pacIpeneneHHbIX TaHHbIX ?

9. Kakue MeTo/bI 3aIUThI TaHHBIX MOYKHO HCIIONIb30BaTh MPHU padoTe ¢ BeO-cepBepamu,
Y KaK OHH CBSI3aHBI C YITPABIICHUEM KH3HECHHBIM ITUKJIOM PACIPe/ICIICHHBIX JTaHHBIX ?

10. Kakue mpunHImnel vHGOPMAITMOHHON 0€30MAaCHOCTH CIIEAYeT YUHTHIBATh MPHU pa3pa-
OOTKE CETEeBBIX MPUIIOKECHUN, M KaK OHH CBSI3aHBI C YIIPABICHUEM )KH3HCHHBIM ITUKIIOM pac-
MIpeIeICHHBIX JaHHBIX?

11. Kakue MeTompl ONTHMH3AIUHN YIPABICHHUS >KH3HCHHBIM ITMKJIOM PacIlpeIeiICHHBIX
JAHHBIX MOXKHO UCIOJIB30BaTh MPHU pa3pabOTKE CETEBHIX MPUIIOKEHUN, U KaKue MPUHITUIIBI
0€30IMacCHOCTH JJAHHBIX CIICAYET YIUTHIBATH?

12.  Kakue MeTo/bI 3alTUTHI JAHHBIX MOYKHO UCIIOJIB30BaTh MpH paboTe ¢ 6a3amMu JaHHBIX,
Y KaK OHH CBSI3aHBI C YITPABJIICHUEM YKH3HESHHBIM ITUKJIOM PACIIPEICIICHHBIX JaHHBIX ?

13. Kakue MeTozpl 3alIMTHI TAHHBIX MOKHO MCIIOJIB30BaTh MPHU paboTe ¢ 00IAYHBIMU Cep-
BHCAaMH, U KaK OHU CBSI3aHBI C yMPaBJICHWEM >KMU3HEHHBIM IUKJIOM paclpeeeHHBIX TaH-
HBIX?



14.  Kakue METOABI 3alUThI JAaHHBIX MOKHO UCIOJIH30BATh MPU PaOdOTE C BUPTYAIbHBIMU
yacTHeIMH ceTssMH (VPN), 1 Kak OHU CBSI3aHBI C YIIPABICHUEM KM3HEHHBIM IIMKJIOM pacipe-
JIEJIEHHBIX JaHHBIX ?

15.  Kakue meronsl obecriedueHus 0€30MMaCHOCTH JTaHHBIX MOXKHO HCIIOJIB30BaTh MPH pa-
00Te ¢ cucTeMaMu YIPaBJICHUS KOHTEHTOM, M KaK OHH CBSI3aHBI C YIIPABICHUEM KHU3HEHHBIM
IUKJIOM PacTpeIeICHHbIX JaHHBIX ?

Monyas 3. PazpadoTka NpUKJIAAHBIX 32124 ¢ Y4eTOM TpeOGoBaHMii 0e3011aCHOCTH

1. Kakue metoapl OoNTHUMM3AIMU YIPaBICHUS >KU3HEHHBIM LUKJIOM pacIpeIeseHHbIX
JAHHBIX CYIIECTBYIOT, U KaKue U3 HuX Hanbosee 3¢ (HeKTUBHBI C TOYKHU 3peHUs 0€30MaCHOCTH
uHpopmanuu?

2. Kakue pucku cBg3aHHbIe ¢ 0€30M1aCHOCTHIO JAHHBIX MOT'YT BO3HUKHYTH IpU pazpa-
OOTKe MPUKIIAIHBIX 33/1a4, M KaK UX MOXKHO MPEIOTBPATUTH?

3. Kakue npuHIunel ”HPOPMALIMOHHOM 0€30MacCHOCTH HEOOXOAMMO YUUTHIBATH MIPH pa3-
paboTKe MPUKIIAIHBIX 32/1a4, U KaK OHH MOTYT OBITh peaTM30BaHbI?

4. Kakue metonsl obecrieueHus: 6€30MacHOCTU JAHHBIX MOXKHO MCIOJIB30BaTh MpH pas-
paboTKe MPUKIIAIHBIX 331497

5. Kakue npuHIUIBI yIIpaBIeHUs KU3HEHHBIM [TUKIIOM PacIpe/le]ICHHbIX JTaHHBIX HE00-
XOJIMMO YYHTHIBATh JUI 00ecTiedeHHs 0€30acCHOCTH WHpOpMAaIiu?

6. Kakue MeToap! BbIOOpa ONTUMAIBHOTO METO[a YIIPABJICHHS dKU3HEHHBIM IIUKJIOM pac-
MIPEICNICHHBIX JIAaHHBIX BbI MOXKETE IMMOPEKOMEHI0BATh O0YYaIOIIUMCSI?

7. Kakue mpuniunsl nHGopManmoHHoN 0e30MacHOCTH ClIeyeT YUUTHIBATh MPH pa3pa-
0OTKe MPUIIOKEHUH JIJIs1 MOOUITBHBIX YCTPOMCTB, M KaK 3TO CBSA3aHO C YIIPABICHUEM KH3HCH-
HBIM LIUKJIOM paclpeeeHHbIX JaHHbIX?

8. Kakue prucku cBs3aHHBIE ¢ 0€30MMaCHOCTHIO JAHHBIX MOTYT BO3HUKHYTH MPH HCIIOJb-
30BaHMU OOJIAUHBIX CEPBHCOB, U KaK UX MOXHO MPEIOTBPATUTH?
9. Kakue meronpl obecnieueHus: 6€30MaCHOCTH JAHHBIX MOXKHO HCIOJB30BaTh MpHU pa-

00Te ¢ 00NauHBIMHU CEPBHCAMH, U KaK OHU CBSA3aHBI C YIPABICHHEM >KU3HEHHBIM ITUKIIOM
pacnpeiesieHHbIX JaHHbIX?

10. Kakue npuHIMIBI YIIpaBIeHUs KU3HEHHBIM ITUKJIOM PacHpeeeHHbIX JaHHBIX Clie-
JyeT YUYUTHIBATh TIPU Pa3pab0TKe CUCTEM IEKTPOHHOTO JTOKYMEHTOO00pOTa, U KaK OHH CBSI-
3aHbI ¢ 0€30MacHOCThI0 HH(pOopMaun?

11.  Kakue MeTombl ONTUMHU3AIMHU YIPABICHUS KU3ZHEHHBIM ITUKIOM pacIpeeIeHHBIX
JTAHHBIX MOXKHO HCIIONB30BaTh MpH paboTe ¢ cucTeMaMU YIpaBIEHUS MPOEKTaMH, U KaKue
MIPUHITUTIBI 0€30MMACHOCTH JIAHHBIX CIIEAYET YUUTHIBATh?

12.  Kakue meTonbl 3alIUThl JAHHBIX MOXXHO HCIOIB30BaTh MpU paboTe ¢ MOOMIBHBIMU
MPUIIOKEHUSIMHU, ¥ KaK OHU CBSA3aHBI C YIIPABICHUEM KU3HEHHBIM IIMKJIOM Pacipe/IeIeHHbBIX
MaHHBIX ?

13. Kakue metomsl oOecrieueHrsT 0€30IIaCHOCTH MAaHHBIX MOYKHO HCIIONB30BaTh JUIA 3a-
IIUTHI OT KUOEpaTaK, ¥ KaK OHU CBSI3aHBI C YIIPABICHUEM KMU3HEHHBIM IIUKIJIOM paclpeaeeH-
HBIX JTaHHBIX ?

14. Kakue MeTOABl 3alUThl JaHHBIX MOXKHO HCIOJB30BaTh MpU paboTe C CHUCTEMaMH
YIpaBJICHUS] KOHTEHTOM, M KaK OHU CBSI3aHBI C YIIPABJICHUEM KU3HCHHBIM ITUKIIOM pacrpe-
JIEJICHHBIX JaHHBIX?

15. Kakue MeTonbl 3amUThl JAaHHBIX MOXXHO HCIIOJB30BaTh MPH paboTe ¢ CHUCTEMaMU
YIPABIICHUS PECYpCaMU IPEANPHUATHS, U KaK OHU CBS3aHBI C YIIPABICHUEM KU3HEHHBIM I[UK-
JIOM pacipeiesICHHbIX TaHHBIX?

Kpurepun ouenku:



Packpsitie 90-100% otBeta Ha Bompoc - 20 6amioB; packpbitue 80-89% otBera Ha Bompoc - 18
OaiioB; packpeitue 66-79% orBera Ha Bompoc - oT 15 Ganos; packpeitTie 50-65% oTBera Ha BO-
npoc - ot 12 6amioB; packpeitTie Menee 50% orBera Ha Borpoc - ot 0 1o 11 6amoB..



7.2.2 KoMILIEKT 0TYETOB IO MPAKTHYECKUM padoraM (mpumMepbl)

Tunosbie NpuMepbI 3aIaHUM

IpakTuyeckas padora Nel. Pazpadorka BeO-npu/ioxkeHusi ¢ GyHKUMeH peIaKTHPOBAHMS
3aMEeTOK M odecreueHne 023080l 0€30IIaCHOCTH

Heab paGoThl: OCBOUTH METO/BI OE30TIACHON Pa3pabOTKU BEO-NPUIIOKEHUH HA IPUMEPE CO3/1a-
HUs GYHKIMOHANA PEIaKTUPOBAHUS 3aMETOK, BKJIIOUasi IpUMEHEHUE 0e30MacHbIX TPAKTUK KO-
poBaHusl, IpeaoTBpalleHne TUoBbIX ya3Bumocten (SQL-unbekuun, CSRF, IDOR) u ucnonb3o-
BaHUE COBPEMEHHBIX HHCTPYMEHTOB aHajn3a 0€30MacHOCTH.

1. 3apanme:
Pazpaborats BeO-nipriiokenue Ha Python ¢ ucnonszoBanrem Flask u SQLAlchemy, pe-
anusyrouiee CRUD-onepanuu ajis ynpaBieHHs 3aMETKaMU.
ObecrieunTs:
ucrnons3zoBanue ORM (3ampet Ha koHKareHanuo SQL-cTpok);
3amuty ot CSRF wepes Flask-WTF;
nMuTtanuio 3amuTel oT IDOR ¢ mpoBepkoil paB Ha OCHOBE CECCUU;
BaJIM/IALIMIO U CAHUTHU3AIMIO BBOA;
Hannuue MUHUMYM AByX HTML-1ma6noHoB (r1aBHast crpanuia u opMa pelakTupoBa-
HUS).
®opma oryera:
Wcxonusiii ko mpuiiokeHus (CTPYKTypa Mamnok, (haiisl app.py, mabdaonsl). CKpUHIIOTH paboTa-
IOLIETO MPHUIoKeHus (TNaBHas cTpaHuna, Gopma pemakrupoBanus). Kparkuii otuér (1 crp.) ¢
OIHMCAaHUEM APXUTEKTYPhI, IEPEUYHEM IPUMEHEHHBIX Mep 0€30IaCHOCTH, MOSICHEHHEM 3alUTHI OT
CSRF u IDOR.

e o o o o l\)

Kpurepun onenku:

IToka3zarean Makec. 0aJ11

[Tonnora peanuzanuu CRUD-dyHKkIIMOHANA

KoppexTtHoe ncnonszoBanre ORM (6e3omacHble 3anpochl)

Peanuzanus CSRF-3amurs! (Flask-WTF)

Peanmuszanus nmutanmu 3amutel oT IDOR

KauectBo otu€ra u opopmieHue

Hroro

IIpakTnyeckas padora Ne2. CtaTnyecKnii aHAINU3 KOJAa H YCTPAHEHHE YA3BHUMOCTEH

Lesb padoThl: HAYyYUTHCS UCIIOJIL30BATh MHCTPYMEHTBI CTaTUYEeCKOTo aHanu3a koaa (SAST) mis
BBISIBIICHHS [TOTCHIMAIBHBIX YI3BUMOCTEH Ha 3Tare pa3pabOTKU M YCTPAHATh HalJACHHBIC TPO-
OJIEMBL.



3amanmue:
Ha ocnoge npunoxenusi, co3gannoro B [1P Nel:
1. TIpoBectu cratmyeckuii aHaau3 ¢ nomoipo Bandit.
2. Tlpoanamu3upoBath OTYET, BRIABUTH ysA3BUMOCTH (Hampumep, hardcoded secrets, debug
mode).
YCTpaHuTh yA3BUMOCTHU:
e BBHIHECTH CEKPCTHBIC JaHHBIC B IEPEMEHHBIC OKPYXeHus (depe3 python-dotenv);
® OTKJIIOYHTH PEXKUM OTIAAKU AJs production;
® UCIIPaBUTh NPOUNE HailIeHHbIE TPOOIEMBI.
4. TIoBTOPHO BBIMOJIHUTH aHAIHU3 U MOATBEPIAUTH YCTpaHEHUE.

dopmMa oTyeTa:
Komanner 3amycka Bandit, CKpuHIIOTHI OTUETOB 10 U TTOCIIE UCITPABICHHIA.
@parMeHThI Kozia 10 U N0CIIE UCIIPABICHUMN.
Kparkoe onncanue kaxaoi UCIPaBICHHONW YSI3BUMOCTH.

Kpurepuu onenku:

IToka3zaresn Makec. 0aJ11

KoppektHoe BbITTOIHEHHE cTaTnyeckoro aHanm3a (Bandit)

ITonHOTA BBISABICHUS YHSBI/IMOCTeﬁ

KauecTBo ucnpannenuii (BbBIHOC CEKpeTOB, OTKIIoueHHe debug)

HOI[TBep)KI[eHI/IC YCTpaHCHUA (CKpI/IHH_IOTH IMOBTOPHOT'O CKaHI/IpOBaHI/Iﬂ)

Odopmnenue otuéra

Hroro

IIpakTnyeckas padora Ned. Innamnueckoe tecruposanue (DAST) u 3ammura or OWASP

Leanb paGoThl: OCBOMTH METOIBI JHHAMUYECKOTO TECTHPOBAHUS OE30MAaCHOCTH BEO-TIPHIIONKE-
HUH, HAyYUThCS 3AIIUIIATH PHIIOKEHNE OT PACIPOCTPAHEHHBIX YSI3BUMOCTEHN (OTCYTCTBHUE 3aro-
noBKoB 6e3onacHoctd, CSRF).

3aganue:
Ha ocnose npunoxxenus us [1P Ne2:
1. Tlposectu akTHBHOE cKaHUpOBaHue ¢ nomoipio OWASP ZAP.
2. IlpoananuzupoBaTh OTUET ZAP, BEIIBUTH OCHOBHBIE YA3BUMOCTH (HAIpuUMep, OTCYT-
ctBue CSP, X-Frame-Options, ys3sumocts k CSRF).
PeanuzoBats 3ammry:
e no6aButh middleware nns ycranoBku HTTP-3aronoskoB 6e3onacuoctu (CSP, HSTS,
X-Frame-Options, X-Content-Type-Options);
e peanuzoBath nonHoneHnyo 3amuty ot CSRF (Flask-WTF, eciau ne 6bu10 B ITP Nel);
® CKpBITh HH(OPMAIIHIO O cepBepe (3amyck uepe3 Gunicorn ¢ KACTOMHBIM S€rver name).



4. IIoBTOpPHO IPOCKAHUPOBATH U NOATBEPIUTD YCTPAHEHUE YSI3BUMOCTEH.

®opma oryera:
1. CKpuHIIOTHI HACTPOMKHU U 3ammycKa CKaHUpoBaHUs B ZAP.
2. Ortuérel ZAP 10 ¥ moCye UCIIPaBIICHUN.
3. Konx peann3oBaHHBIX 3aIIUTHBIX MEXaHU3MOB.
4. Kparkoe onucaHue KaxJ0il HCIPABIEHHON YysI3BUMOCTH.

Kpurepuu onenku:

IToka3zaresn Make. 0a11

Koppekrnoe Boinonnenne DAST (ZAP)

[TonHOTA BBISABIEHUS YSI3BUMOCTEN

KauectBo peanuzanuu 3amuTHbIX 3arojoBkoB 1 CSRF

[TonTBepkaeHue ycTpaHeHus (CKPUHILIOTHI TOBTOPHOTO CKAHUPOBAHUS)

Odopmienue otuéra

Hroro

IIpakTnyeckas padora Ned. 3ammra or SQL-MHBeKIMH M TeCTHPOBaHHE C NOMOIUBIO

Hean pa6oTsl: yrmyOuTs noHMMaHue Mexanu3ma SQL-UHBEKINH, HaydUThCS 3alUIIaTh IPHIIO-
KEHUE C MOMOLIBI0 MapaMeTPU30BAHHBIX 3aIIPOCOB M TECTUPOBATH €r0 YCTOMYMBOCTH C MOMO-
IIBI0 CTICIIMATU3UPOBAHHBIX HHCTPYMEHTOB.

3ananne:
Hononaaute npunoxenue u3 I1P Ne3 ¢yHkimonanom ayreHTH(GUKALUU (perucTpanus, JOTUH),
WCIIONB3Yysl HAMEPEHHO ysa3BUMbIe SQL-3ampockl ¢ KOHKaTeHanuen cTpok (depes sqlite3).
1. TIposectu pyunoe tectupoBanue SQL-unbekiuii (06xoxa ayrentuduxanuu, UNION-
aTtaka, time-based) ¥ cCOCTaBUTh YEK-JIUCT.
2. TIpoBectu TectupoBanue ¢ nomomuisio SQLMap 1is ya3BUMON BEpCUH.
3. Tlepemucatp ys3BUMBIE 3aIPOCHI C UCTIOIB30BaHUEM MTapaMETPU30BaHHBIX 3aIIPOCOB
SQLAIchemy ORM.
4. TloBTOopHO mpoTecTUpOBaTh ¢ momouisio SQLMap, yoenutbcs B OTCYTCTBUH YA3BUMO-
CTEH.

dopma oryera:

CxpuHIIOTH ycnemHbix SQL-uHbeKIui (10 UCIIPABIICHHUS ).
UYek-nmucT TectupoBanus ¢ payloads.

Komanget u pesynsrarel SQLMap 110 1 mocie ucrpaBlieHusl.
Kon ys3BumMoro u 0e3onacHOro BapHaHTa.

Onucanue npuHIMIA pabOThl TapaMeTPU3OBAHHBIX 3aIPOCOB.



Kpurepun oneHku:

IToka3zareuan

Makece. 0aJ11

KoppekrtHas peanuzanus ya3BUMOM U 3allIMIIEHHON BEPCHIL

[TonHoTa py4HOTO TECTUPOBAHUS (YEK-TTUCT)

KoppektHoe ncnonb3zoBanue SQLMap

JleMOHCTpanust yCTpaHeHuUs ya3BUMOCTEN

Odopmienue otuéra

Hroro

IIpakTnueckas padora NeS. Obecnneuenue 6esonacHocTu 6a3pl JaHHbIX PostgreSQL

Leans padoTbl: HAyduThCsl HacTpauBaTh KomiuiekcHyro Oe3omnacHocTh CYBJ] PostgreSQL na

YPOBHE CCTH, aYTeHTI/I(bI/IKaLII/II/I, ABTOpU3alluH U IJ_II/I(prBaHI/IH.

3aganue:

1. Hactpouts mpaBa noctyma uepe3 pg_hba.conf: paspemmTs MOAKIIOYEHUS TOJBKO C

127.0.0.1 u ogHoro nosepenHoro IP.

2. PeamuzoBats mmdposanue: creHepupoBatb SSL-ceprudukarsl uepe3 OpenSSL, HacTpo-

uTh postgresql.conf mis o6s3aTenbHOrO MCmoab30BaHus SSL.

3. CozpmaTth TMOJIB30BATeNsl NPUJIOKEHHUS C MUHUMAJIBHBIMH TPUBWICTHAMHU (TOJIBKO

SELECT, INSERT), oro3Barts npaBa 'y PUBLIC.

4. Hactpouts Opanamaysp OC aiist paszpenienus noakirodeHuii k nopty PostgreSQL Tonpko

¢ nosepeHHoro [P.

dopmMma oTyera:

@®parmeHTsl KOH(QUTypalMOHHBIX ¢aitnoB (pg_hba.conf, postgresql.conf) ¢ koMMeHnTapusmu.

Koman bl renepanuu cepTu(UKaTOB U HACTPOUKH MOIH30BATENS.
[TpaBuna 6pannamayspa (Windows Firewall / pfctl).

PCSYJ'ILTaTBI TECTOB: YCIICHIHOC MMOAKIIFOYCHHUEC C paspeméHHoro IP, 6J'IOKI/Ip0BKa C 3anpeméHHor0.

Kpurepun oneHku:

Iloka3zarean

Makec.
oasL1

KoppektHocTs HacTpoiiku pg_hba.conf

Koppektnocts HacTpoiiku SSL

KoppekTHOoCTh HacTpoiiky npas 1nosab30BaTests u or3biBa npas y PUBLIC

Hacrpoiika OpanmMayspa 1 OATBEPKICHUE PAOOThI

Odopmiienne oTuéra




Makc.

IToxka3zareun
oasL1

Hroro

IIpakTnueckas padora Ne6. Pazpaborka miiana 6ezonacnoctu 1 DevSecOps-unrerpanus

Heanb padoThl: HAYYUTHCS CUCTEMHO MOJIXOAUTh K 00€CIeUeHHI0 0€30MacHOCTH MPUIOKEHUS,
pa3paboTarh KOMILJIEKCHBIN TUIaH OE€30MacCHOCTH U MHTETPUPOBATh MPOBEPKU B MPOIECC paspa-
6otku (DevSecOps).

3ananmue:

1.

!\). e o o

Pa3paborats man 6e3omacHoctu st npuinoxkenus u3 [IP Ne4 ¢ yuérom nactpoex u3z I1P
No5, BKITIOUAIOIINA:

ey u TpeboBaHus 0€30MacHOCTH;

OLICHKY yTpo3 (Ha OCHOBE paHee MPOBEAEHHBIX TECTOB);

MepEUYEHb PEAJTU30BAHHBIX MEP 3aLIUTHI;

wiaH perynspHoro tectupoBanus (SAST, DAST, nentectsr).

PeanmzoBate CI/CD pipeline (Hampumep, uepe3 GitHub Actions), KOTOpEIil aBTOMaTH4E-
CKHU:

3ammyckaeT Bandit mpu kaxxom myiie;

OJIOKHPYET CIUSHUE KOJIa IPH OOHAPYKEHUU KPUTHUECKUX YSI3BHMOCTEH.

dopmMma oTyera:

JIOKyMEHT ¢ mj1aHOM 0€301aCHOCTH (CTPYKTYPHPOBAHHBIN).

@aiin kondurypauuu CI/CD (nanpumep, .github/workflows/security.yml).

Cxpunuiotsl u3 uarepdeiica CI/CD, noka3siBaroliue yCrenHblii 1 HeyCIEeIIHbIHN 3arycku (¢ 611o0-
KHPOBKOI).

K HUTCPUHN OLICHKH!

Iloka3zarean Makec. 0aJ11

[TonHOTa U CTPYKTYpUPOBAaHHOCTH MJIaHA OE30MAaCHOCTH

KOppCKTHOCTB OIMMCAaHUsA YIpO3 U MCP 3allIUThI

Peanmuzanus CI/CD pipeline (aBromaru3anust SAST)

JlemoHncTpanust padboTsl pipeline (010kMpOBKa MIOXOTO KOAA)

Odopmnenue otuéra

Hroro




IIpakTnyeckas padora Ne7. MOHNTOPHHI 0€30MACHOCTH M pearMpoBaHHe HAa WHIMICHTHI

e padoThl: HAYYUTHCS HACTpPaMBaTh 0A30BYI0 CHCTEMY MOHUTOpHHTA Oe3onacHocTH (SIEM-
nono0HYr0) [Tt cOopa, aHAIKM3a | PEarupOBaHUS HAa COOBITHS OE30TTACHOCTH BEO-TPUIIOKEHUS U
0a3bl JaHHBIX.

3aganue:

3. Hactpouts nenrpanu3oBannsliii c6op soros Flask u PostgreSQL B daiimbr.

4. Hanucarte Python-ckpunt-ananuzarop, KOTOpbIi B peajlbHOM BpeMEHH (WM IO paciu-
CaHMIO) CKAaHMPYET JIOTH HA MPEJAMET MOI03PUTEIBHBIX COOBITHH.

5. Peanu3oBaTh aBTOMaTHYECKOE ONOBELICHUE (BBIBOJ B KOHCOJIb, 3aIIUCh B (paiii TpeBor,
oTmpaBka email) npu oOHapy eHUN UHIUCHTOB.

6. CdopmupoBaTh €KeHEBHBINA OTYET 0 OE30MaCHOCTH (KOJIMYECTBO 3aIIPOCOB, MHIIU/ICH-
TOB, X THIIbI).

®opma oryera:

Kondurypanuu noruposanus (Flask, PostgreSQL).

HcxonHblid KOJI CKpUIITa-aHAIU3aTopa.

CKpUHILIOTHI KOHCOJIH C OTIOBEIICHHUSIMHU.

[Tpumepsr daiinos security alerts.log u daily security report.txt.
Kparkoe onrcanue apXuTeKTypbl CACTEMbl MOHUTOPUHTA.

Kputepuu onenku:

Makec.

Iloka3zarean
0aJ

KoppekTHocTh HacTpoiiku cOopa JIoros

OYHKIMOHAIBHOCTh CKpUIITa-aHaJIn3aropa (oOHapyxeHue 3+ THUIIOB UH-
UJICHTOB)

Peanuzanus aBTOMaruyecKoro OIOBEIICHUS U OTYETOR

Ilonaora AOKYMCHTAaIIUN U CKPUHIIOTOB

Odopmiienne oTuéra

Hroro

OO0mme TpedoBaHUs K 0(pOPMIICHHIO OTYETOB 10 NPAKTHYECKHUM padoTam

OTuéT BBINMONHSETCS B TEKCTOBOM penaktope, mpu¢t Times New Roman, 14 pt, Mmexcrpou-
HBbIM nHTEpBai 1,5, mosd — 2 cm.

O0BEM oTuéTa — HE MeHee 5 cTpanull (0e3 y4éTa MPUIIOKEHUH ).

Bce rpaduueckue marepuansl (CXeMbI, JUarpaMMbl, CKPUHIIIOTHI) TOJDKHBI OBITH TTOIMHUCAHBI
Y UMETh CCBUIKH B TEKCTE.

Kon ckpunrtoB u koHGUrypannoHHbie (aiibl MOTYT ObITh BEIHECEHBI B IIPUIIOKEHHUS.

OTtuér cnaéres MpenoaaBaTello B ANEKTPOHHOM BUJIE B YCTAHOBJIEHHBIN CPOK.



OIIeHO‘IHBIe cpeacTrea IJasl HpOMe)KyTO‘lHOﬁ arTTeCTallul M0 UTOraM OCBOCHHUA AHUCHHU-
IJIMHBI

7.3.1 Bonpochl K NTpOMeKYTOYHOM aTTecTanum (IK3aMeHY)

1.
4emy 3TO
2.

O 03O B~ W

10.
11.

cetu?
12
13
14
15
16
17

Uro Takoe obecrneuenre 0€30MacHOCTH Mpu pazpaboTke mporpaMMmuoro obdecrnieuenus? [lo-
BaXKHO?
Kakune ocHOBHBIE yIpo3bl 0€30MaCHOCTH CYIIECTBYIOT IIpH pazpadotke [107?

. Kakue sranst pazpadotku [10 tpedyroT 0cob6oro BHUMaHHS K O€30MaCHOCTH?

. Uto Takoe ysI3BUMOCTH B IIporpaMMHOM obecrnieueHnu? [IpuBenure npumMepsl.

. Kakue MeTo/ibl 1 HHCTpYMEHTBI UCIIONB3YIOTCS ISl BRISIBICHHS ysi3BUMocTel B [10?

. Uro Takoe DevSecOps? Kak 3ToT moaxon BiausieT Ha 6e3omacHocTh [107?

. Kakue crangaptsl 6e30nacHOCTH CymiecTBYIOT Aiist pazpadbotku [10? [IpuBeanTte npumepsl.
. Urto Takoe «Oe3onacHbIi Koa»? Kakne mpakTHKH OMOTar0T MUcaTh 0€30MMacHbINd KOJ1?

. Kak obecnieunBaercsi 6€30MacHOCTh B MPOIIECCE HEMPEPHIBHOW MHTETPAIlUU U JOCTABKU

UYro Takoe «be3onacHoe nporpaMmupoBanue»? Kakue npuHIUIEBL J€XaT B €10 OCHOBE?
Kakune nmpoTokossl 6€301MaCHOCTH MCIIONB3YIOTCS JUIsl 3aIlUThl JaHHBIX MPH Iepeiaye mno

. Uro takoe SSL/TLS? Kak onu padoraror?

. Kakne QyHKIMH BBIOIHSIOT MEKCETEBbIE SKPaHbI B 00ecnieueHnH 0€30MacHOCTH?

. Kakue Tunel MexcereBbix 3KpaHOB cyliecTBytoT? [IpuBeaure npumepsl.

. Kak nacTpauBaroTcst nmpaBuiia MEKCETEBBIX SKPAHOB JIJIS 3aIIUTHI CETH?

. Uro Takoe VPN? Kak on obecnieunBaeT 0€301MacHOCTD Mepeaayu JaHHBIX ?

. Kakue WHCTpYMEHTBI UCIIONIB3YIOTCS JJISI MOHUTOPUHTA CETEBOTO TpaduKa U BBISBICHHUS

aHoManii?

18
19
cetn?

20.

K cetn?

21

22.
23.
24.

HBIX?

25.

. Uro takoe IDS u IPS? B uem ux paznuuus?
. Kak mpoToko:bl 0€30MacHOCTH U MEKCETEBbIE SKpaHbl B3aUMOAECHUCTBYIOT /IS 3AIUTHI

Kakune Mepbl 6€301acHOCTH clieyeT MPEANpUHATh PU HACTPOHKE yAal€HHOTro AOCTyHa
. Kakue yrpo3sl 6e30macHOCTH CyIIECTBYIOT [isl 6a3 JaHHbBIX?

Kakue meprl 6€301MacHOCTH clieAyeT NPEeANpUHATh pU pa3padoTke 6a3 TaHHbIX?

Uro takoe SQL-unbexkuus? Kak e€ npenorBparuts?

Kaxue meronpl ayreHTH(UKALIMKM U aBTOPU3ALIMU HCIIOJB3YIOTCS AJIs 3alllUThl 0a3 J1aH-

Uro Takoe mmdpoBaHue JaHHBIX B 0a3e naHHbIX? Kakue anroputmsl mudpoBaHus HUc-

MIOJIB3YIOTCS?

26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

cetu?

37.
38.

Kaxk o0ecrieunBaeTcs 1eJIOCTHOCTD JaHHBIX B 0a3e MaHHbBIX?

Kakne MHCTpYMEHTBI UCHIOB3YIOTCS I MOHUTOPHHTA 0€301MacHOCTH 6a3 JTaHHbBIX?
Uro Takoe «Oe3omacHas pa3paboTka 6a3 maHHbBIX»? Kakue mpakTHKu 3TO BKITFOYaeT?
Kak oOecrnieunBaercst pezepBHOE KOMUPOBAHKUE M BOCCTAHOBIIEHHE 0a3 TaHHBIX?

Kakwue crangaptel 6€301MacHOCTH CyHIECTBYIOT AJis 6a3 naHHbIX? [IpuBenuTe npuMepsl.
UYro Takoe ckanupoBanue cetn? Kakue 1enu oHo mpecienyer?

Kakue nHCcTpyMEHTBI UCTIONB3YIOTCS TSl ckaHupoBaHus cetu? [IpuBenure npumepsl.
Kax mpoBoauTcsi CkaHUpOBaHUE CETH Ha yA3BUMOCTU?

Yo Takoe noproBoe ckanupoBanue? Kakue nmopTel CYUTAKOTCS yA3BUMBIMA?

Kax ckanupoBaHue ceTy MOMOTaeT BbISIBUTH MOTEHIIUATIbHBIE YTPO3bI?

Kakne meprl 6e30mMacHOCTH ClieAyeT MPEANPUHATH MOCIE MPOBEACHUS CKaHUPOBAHUS

Urto Takoe Nmap? Kakne GyHKIIMM OH BBITIOTHSACT?
Kak npoBoauTcst CKaHUpOBaHKUE CETH HA Hajauuue BperoHocHoro 1107

. Kakue orpanndenus cymecTByoT pu CKAHUPOBAHUH CETU?



40. Kak ckaHHpOBaHUE CETH BIIUSAET HA IPOU3BOJUTEIBHOCTh CETH?

41. Kakue npuHUMIBI YIpaBIeHUs JOCTYNoM peanu3ytorcs B CYBJ1?

42. Kakue MeTop! H(POBAHUS TaHHBIX TPUMEHSIOTCS JUIS 3aIUThI HH(QOpMAIun?

43. Kakue 1moaxonpl HUCIOJIb3YIOTCS Ui PE3EPBHOTO KOMUPOBAHUS M BOCCTAHOBIICHUS JaH-
HBIX?

44. Kak ocyniecTBiIsieTcs ayIuT 1 MOHUTOPUHT aKTUBHOCTH B 0a3ax JaHHBIX?

45. Kakue MexaHU3Mbl KOHTPOJIS MPaB JOCTYIA TPUMEHSIOTCS 11 MUHUMHU3aLUA PUCKOB?

46. Yto Takoe kpunrTorpaduueckas 3aluTa JaHHbIX U KaK OHa peanu3yeTcs?

47. Kakue TUIBI aTak Ha BEO-IPUIIOKEHHUS HanboJee pacrpoCcTpaHeHbl?

48. Kak peanm3yercs 0€301MacHOCTh B MUKPOCEPBUCHOM apXUTEKType?

49. Kakue MeTozbl 3aUThl OT XSS-aTak MPUMEHSIOTCS B BeO-pa3zpadoTke?

50. Kak opranusyercs ynpasjieHHE HHITUAeHTaMu Oe3onacHoCcTH B U T-cuctemax?

51. Kakve npuHIUITBI 0€30TTACHOCTH JICKAT B OCHOBE apXUTEKTYPhI MPUITOKESHUN?

52. Kak obGecnieunBaeTcsi 6€30MacHOCTh KOHTEHHEPOB B mpoiecce pazpadbotku [10?

53. Kakue metozsl 3amutsl oT CSRF-arak npumensitorcst B BeO-pa3padoTke?
Kak peanusyercs 6e3omnacHasi ayreHTU(DUKAIMS B pacpeeeHHbIX CUCTeMaXx?

55. Kakue noaxofsl UCHONB3YIOTCA JUIsl yIpaBiaeHus cekperamu B DevOps-npaktukax?

56. Kak obecnieunBaeTcst 6e30macHOCTh APl B COBpeMEHHBIX MPUITOKEHUAXK ?

57. Kakre MEeTO/IBI 3aIMIIAIOT OT aTaK THIIA «4eIoBeK rmocepenune» (Man-in-the-Middle)?

58. Uto takoe SAST u DAST? B yem ux pazinuusi ¥ Kak OHU IPUMEHSIOTCS ?

59. Kakue nmpuHIHITEI O€30MMaCHOCTH CIIEAYET YYUTHIBATh MPU MPOSKTHPOBAHUHM OOJAYHBIX
MIPUIIOKEHUI ?

60. Kak peanu3yercst Oe3omacHass padoTa ¢ OTKPBITHIM MCXOTHBIM KOJIOM B KOMMEPUYECKHX
npoekrax?

IIpakTHYecKHe Kelchbl:

1. Komnanus nogseprack DDoS-arake uepe3 6otHeT. Onumnre miaH JeHCTBUH 1)1 aHATU3a
U yCcTpaHeHHs aTaku. Kakue MHCTpYMEHTHI 3aIlUThI Bbl IPEUIOKUATE?

2. B obnaunom xpanuiuie SaaS oOHapyKeHa yTeuKa JJaHHbIX U3-3a OUIMOKHU KOH(pUTyparum.
Kakune meps! Hy:)kHO cpouHo npuHATh? Kak npeaoTBparuTh nogo0Hoe B Oynyiiem?

3. MesxceTeBoi 3KpaH mpoIiryckaeT Tpaduk ¢ noaaenbHbiMu [P-aapecamu. B uem moxeT ObITh
npuyrHa? Kak HacTpouTh npaBuiia pUIBTpalUy MPaBUIbHO?

4. Ilpu npoBeneHuun ayauta 0e30macHOCTHU BbisiBlieHa SQL-MHBEKINS B BEO-TIPUIOKEHHUH.
PazpaboraiiTe cTpaTeruto 3KCTPEHHOT0 PearupoBaHus U JOITOCPOUYHOTO PELICHUs TIPOOIEMBI.

5. B xopnioparuBHO# ceTH oOHapykeHbl HecaHKIIMOHUpoBaHHble SSH-nonkmouenus. Ompe-
JIeNTUTe UCTOYHUKHU Yrpo3bl U pa3paboTaiiTe MIaH 3alluThl.



IIpouenypa oueHuBaHus Mo OUIeTAM

1. O0uue moJ10xkeHUs1
DK3aMeH MPOBOJUTCS B YCTHOHM WIJIM MUCHbMEHHOU (popMe (TT0 PELICHHIO MPETIO1aBaTes)
C MCIOJIb30BaHUEM DK3aMCHAIIMOHHBIX OMIICTOB. KaXK/blit OMIIET COACPIKUT JBA TCOPETUUCCKUX
BOIPOCA U OIMH TMPAKTHYECKUI Keic. DK3aMEHYeMbIH JOJDKEH MPOJEMOHCTPUPOBATh 3HAHUS
TEOPETUYCCKOTO Marepraia, IOHUMaHuEe OCHOBHBIX YIPO3, METOJIOB 3alllMThI, & TAKXe CII0CO0-
HOCTb ITPUMEHSTH TIOJYUYCHHBIC 3HAHUS JIJIsl aHAJIM3a M PEIICHUS IPAKTHYECKUX CHTYyaluil B 00-
nactu obecriedeHusi 0€30MacCHOCTH pH pa3paboTKe MPOrpaMMHOTO 00ECIICUEHUSI.
2. TpeOoBaHuS K OTBETY
OtBer JOJI2KEH OBITH Hay4HbIM, JIOTUYCCKU CTpOﬁHBIM H OIMUPAaTbCs HAa COOTBCTCTBYIOIIIUC
TEOPETUUYECKUE MOJIOKECHHUSI, KOHIICTIIIUN, HOPMATHBHBIE TOKYMEHTHI U HAyYHYIO JINTEPATYDY.
Heo0xonumMo cTpouTh OTBET B €MHCTBE TEOPUU U IPAKTUKH, OJKPEILISAS TEOPETUUECKHE
MOJIOKEHUS TPUMEPAMHU U3 PEAIbHOM MPAKTHKHU Pa3pabOTKH MPOrPaMMHOTO 00ECIICUeHHSI, IKC-
TUTyaTai WHOPMALMOHHBIX CHCTEM MJIH Pe3ylbTaTaMu Ja00paToOpHBIX padoT.
[Ipu oTBeTe Ha TEOPETUYECKUE BOIMPOCHI CICAYET YETKO (HOPMYIUPOBATH ONPEIEICHUS,
KJ'IaCCI/I(l)I/IKaLII/II/I, NEPpCUNCIATL MCTOJbI U HHCTPYMCHTEI, 0OBSICHITH IMPUHIUIIBI KX pa6OTI>I.
[Tpu pelieHnn MPaKTUIECKOTO Kekca Tpedyercs:
ONPENIETUTh CYyTh MPOOJIEMBbI U BO3MOKHBIC IPUUNHBI,
MMpEaJIOXUTh MOIIAarOBLIN INIAH p€arupoBaHus;
000CHOBATh BHIOOP KOHKPETHBIX METO0B, HHCTPYMEHTOB MJIM HACTPOEK;
o oleHUTh I(H(HEKTUBHOCTD TpEIaraeMbIX MEp U, TPU HEOOXOJUMOCTH, TIPEITIOKUTD
JIOJITOCPOYHBIE PEIICHHS.
JleMoHCTpanusi Ha KOMITBIOTEpE HE TpeOyeTcs, HO dK3aMEHYEMbId MOXKET CCBUIATHCS Ha
OTIBIT BBIMTOJTHEHHUS JIAOOPATOPHBIX pabOT, a TAK)KE HAa KOHKPETHBIC KOMAHIbI, KOHPHUTYypaIIH WA
HHCTPYMCHTEI, UCITOJIb30BAHHEBIC B X0/JI€ NPAKTUUICCKUX 3aHSTHH.

3. Ilopsinok oTBeTa

OOyuaronuiicss caMOCTOSITENIFHO OMpPEENseT MOCIe0BaTeIbHOCTh OTBETA HA BOMPOCHI
owera.

Bpems Ha monrotoBky — 35 MuHYT. B mpoliecce MOATOTOBKU pa3pemiaeTcsi COCTaBISTh
KpaTKHi TJ1aH, BHITUCHIBATH KITFOUEBBIE OMpeeneHus, GOpMYIIbl, CXeMy pEIIeHUs Kekca.

[Tocne MOATOTOBKM SK3aMEHYEMBIN MOCIIEI0BaTeIbHO M3J1araeT OTBETHl Ha BOMPOCHI OH-
neta. [IperonaBarens MOXKET 3a7aBaTh YTOUHSIONINE U JIONOJHUTEILHBIC BOIPOCHI KaK O COZEeP-
KaHHIO OUIieTa, Tak U IO BCEMY KYypCY.

OrieHka 00BABISAETCS TTOCIIC 3aBEPIICHIUS OTBETA M OOCYXICHUS TOTIOTHUTEIHLHBIX BOIIPO-
COB.

Kpurepun onenkmn:

Onenka Kpurepun

OOyyaronuiicss MOTHOCTBIO PACKPBUT COJAEPIKAHKME BCEX BOMPOCOB OM-
JIeTa: AaHbl UCYEPIBIBAIOIINE, apTyMEHTUPOBAHHBIE OTBETHI, JEMOHCTPHUPYIO-
e myookoe MmoHuMaHue Mmarepuana. [IpakTuueckuil kelic pem€éH BepHO,

«OTJIMYIHOY
MpeJIoKEeHbl 000CHOBAHHBIE MEPhl PEarMpPOBAHMS U 3AIUTHI, UCIIOJIb30BAHBI
npodeccrnoHaNbHbIe TepMUHBL. OTBET JIOTHYEH, TPAMOTEH, CTPYKTYPHUPOBAH.
Ha nonomHuTeNnbHBIE BOMPOCHI IaHBI IPABUIBHBIE OTBETHI.
OO0yYaroIuiics MOJIHO PACKPbUI COAEpKAaHUE BOIPOCOB OuiieTa, HO 10-
«XOpoLI0» i packp AeP p > B0 A

MMyCTHUJI HE3HAYUTCIIBHBIC HETOYHOCTHU HJIU OIMOKU B JCTaJIIX, HE BJIMAKOIINC




Onenka

Kpurepun

Ha obmee noHumanue. IIpakTuueckuil keilc peméH B 1EIOM BEPHO, HO BO3-
MO>KHBI HECYIIIECTBEHHBIC 3aMEeUYaHUs 10 TOJHOTE Ui 00ocHOBaHUIO. Ha mo-
MIOJIHUTENIBHBIE BOMPOCHI OTBETUJI IMPABWIBHO WM C HEOONBIIMMHU YTOYHEHH-
SIMH.

OOyuaromuiicst pacKpblil OCHOBHBIE BOIIPOCHI OMJIETA, HO AOIYCTHUII CY-
IIIECTBEHHBIE OIIMOKH B JETAJAX, IMOO OTBETHI HOCST MOBEPXHOCTHBIN Xapak-

«YA0BJIETBO- - N
HTETLHO tep. [IpakTuueckuil keic pelméH He MOJHOCThI0, OTCYTCTBYET YacTh IPEJIO-
P KEHHBIX MEp MM UX 000CHOBaHUE. 3aTPYIHACTCS IIPU OTBETE Ha JOIOIHUTEIb-
HbIE BOIIPOCHI.
HEVIOBIIETEO OO0yuarommuiicss He pacKpblil coAepkaHUE BOIIPOCOB Ouiera, TOMyCTHI]
¥ MIPUHLMIIHAIIbHBIE OLIMOKH, HE PEIINII TPAKTUUECKUI KeHC WU TIPEIIOAKIIT He-
PHUTEJILHO»

BCPHBIC PCUICHUA. He MoxeT oTBETUTH HA JOIOJIHUTEIIHHBIC BOIIPOCHI.




8. YueOHoO-MeTOAMUYECKOe H HH(pOPMALIMOHHOE 0O0ecTiedeHne TN CIUTIIHHbI

8.1 Oobs3aTesnbHast JIuTEpaTypa

Ne
/o

ABTOpBI, cOCTa-
BHUTEJH

3amiaBue (3ar0JI0BOK)

Tun (y4eOHMK,
yueOHoe 1noco-
ome, yueOHO-Me-
TOAMYecKoe 110-
coOme, MpaKTH-

KyM, 1Ip.)

Ton u3-
JTaHus

KoaunuecTBo B
HAY4HOU O0uO/1H0-
Texke / Hammeno-

panne ObC

bapanona E. K.

Kpunrorpaduueckue MeTopl 3auThl HKHGOPMAIIHH : J1a0. TPAKTH-
kyM : yue0. mocobue / E. K. Bapanosa, A. B. babam. - Mocksa : KHo-
pyc, 2015. - 196 c. : un. + CD. - (bakanaBpuar). - bubnuorp. B KoHIe
1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-00.

YyeOHOEe Tocodue

®opoysan b. A.

Kpunrorpadust u 6e3omacHoCTh ceTeit [ NeKTpoHHBIN pecypc] :
yue6. mocodue / b. A. ®opoyzan ; nep. ¢ anr. nof pea. A. H. bep-
nuHa . - Mocksa : UHTYUT, 2017 ; Caparos : By3oBckoe o0pa3oBa-
Hue, 2017. - 782 c. : uin. - (OcHOBBI HH()OPMAIIMOHHBIX TEXHOJIOTHIA).

YuyebHoe mocodue

9BC «IPRbooks»

Xopes II. b.

[IporpaMMHo-amnnaparHas 3ammTa MHPOpMaluu [ DNEeKTpOHHBIN pe-
cype] : yue6. mocobue / I1. b. Xopes. - 2-e uzn., ucnp. u Jo1. -
Mockga : ®opym : UHOPA-M, 2015. - 352 c. - (Bricmiee obpazoBa-
Hue). - ISBN 978-5-00091-004-7.

YuebHoOe mocodue

OBC




8.2 JlonoJiHUTEIbHAS JTUTEPATypa

Tun (y4eOHMK,
yueOHoe nocodue,

KosnuecTBO B
HAY4YHOMH 0uo-

Ne ABTOpBI, €O- T'ox u3-
w/n CTABMTEMN 3aryniaBue (3aroJioBoK) y4eOHO-MeToane- - JuoTeke /
CKoe mocooue, HaumenoBa-
NPaKTHUKYM, AP.) Hue IbC
Kykuna E. T. BBenenue B kpunrorpadguio [DneKTpoHHBIN pecypc] : cOOpHUK 3a1a4 U | YueOHoe nocobue 9bC
ynpaxnenuii / E. I'. Kykuna, B. A. PomanbkoB. - Omck : OMI'Y, 2013. -
91 c. - ISBN 978-5-7779-1588-7.
Hukudopos C. | 3ammra uapopmanuu [DIeKTpoHHBIH pecypc] : yueb. mocodue / C. H. | Yuebnoe nocobue 9BC
H. Huxudopos. - Cankr-IlerepOypr : CII6OIACY, 2015. - 383 c. : mi. - ISBN
Cnuupe B. T NupopmanmonHas 0e3011aCHOCTb BBIYUCIUTEIbHON TEXHUKH [ DIEKTPOH- | YuebHoe mocodue 9bC
HBII pecypce] : yaueOHoe mocodue / B. I'. Crutibin. - Tomck : Onb KoHTeHT,
2011. - 148 c. - ISBN 978-5-4332-0020-3.
Oeaun O. O. Nudopmarmonnas 6e30macHOCTh [ DIEKTPOHHBIN pecypc] : yueOHoe mo- | YuebHoe nmocodue 9BC

coobue / ®@. O. Genun, B. I1. Odpunepos, ®. ®. Geaun ; [mox pen. B. A.
Jukapesa]. - Mocksa : MI'TTY, 2011. - 260 c.




8.3 Ilepevyenb mpogeccuoHANbHBIX 0a3 AaHHBIX U WHGOPMALMOHHBIX CHPABOYHBIX CH-
cTeM

. HaumenoBanue Ccpuika

Springer Nature (IlomHOTEKCTOBAS KOJIJICKIIHS
YKYpHAJIOB)

Springer eBooks (ITomHOTEKCTOBAS KOJICKIIUS
AIIEKTPOHHBIX KHHUT HW3JaTelIbCcTBa Springer

«Koneke»

Texakcnept

@denepanbHas CiIyx0a MO TEXHHYECKOMY H
IKCIIOPTHOMY KOHTPOJIFO

Ilepeyens MporpaMMHOTo oGecriedeHust

Ne HanmenoBanne I1O KoamnuecTBo in- | PekBU3UTHI 10roBOpa (1ara,
n/n HeH3uii HOMeEP, CPOK NeCTBUA)
Visual Studio Code (VS Code) HeorpannueHHbll | becrmatHoe I1O, nuuensus

HeorpannueHHbll | becrmatHoe I1O, nwmneH3us

HEOIPaHUYECHHBIN becrmarnoe 110, nauneH3us

HEOIPaHUYECHHBIN becrmarnoe 110, auneH3us

HEOIPaHUYECHHBIN becrmarnoe 110, nauneH3us

HeorpanuueHHblii | becrmatnoe I10, nuneH3us

OWASP ZAP (Zed Attack Proxy) | Heorpanuuennslii | becrmarnoe I1O, nunensus

HeorpanuueHHblii | becrmatnoe I10, nuieH3us

Onucanne MarepruaabHO-TEXHUYECKOH 0a3bl, HEOOXOAUMOM 1JIsl OCYLEeCTBJICHUsSI 00pa-
30BaTEIbHOIO NMpoLecca 10 JUCHUIINHE

HaumeHnoBaHue 000py10BaHHBIX Y4eOHbIX KAOMHETOB,
Jadoparopuii, MACTEPCKHUX H IP. 00bEKTOB 115l IPOBe-
JACHHS MPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHI

Ilepeyenb 0CHOBHOIO 000-

n/n PYAOBaHUSA

Komnbrorepnslii knacc. [lomemenue s camocrositens- | CToibl ydeHUYECKUE, CTY-
HOM paOoThl. YUueOHast ayIuTOPHs Il POBEACHUS 3aHs- | Jbs yueHnueckue, [1K ¢ BbI-
THIl CEMUHAPCKOTO TUTA. YUeOHas ayAuTOpus IJIsl Kypco- | XOIoM B ceTb VHTepHeT
BOTO TPOCKTUPOBAHMSI (BBITTOJTHEHHS KYPCOBBIX padoT).




VYyeOHast ayauTopHst sl MPOBEICHUS TPYIIOBBIX U HH-
TUBUAYATBHBIX KOHCYIbTAMNA. Y4eOHas ayIUTOPUS JIS
MIPOBEJICHUS 3aHATHI TEKYILEro KOHTPOJIS U MIPOMEXKY-

touHo# arrectanuu. (I'-401)

KomnbrorepHsiii knacc. YueOHast ayTuTopust IJ1s1 TPOBe-
JICHUS 3aHATUH JICKIIMOHHOTO TUIA. Y YeOHast ayTuTOpus
JUIS IPOBEJICHUS 3aHATHI CEMUHAPCKOro THUIa. YueOHas
ayIUTOPHS ISl IIPOBEICHUS JTA0OPATOPHBIX paboT. Yueh-
Hasi ayAUTOPHsI ISl KYpCOBOT'O MPOEKTUPOBAHUS (BBITION-
HEHUsI KypCOBBIX padoT). YdueOHast ayTuTOpHs JIJIs IIPOBE-
JICHUS TPYIIOBBIX U UHIUBUAYAIbHBIX KOHCYIbTAIIUMA
VYyebnas ayquTopus sl IPOBEACHUS 3aHATUN TEKYIEro
KOHTPOJISL U IpoMexyTouHoi arrectanuu. (YJIK-408)

Kommnerorep (Monutop 177,
cucreMHblit 0ok Intel (R)
top 2801 Router, kommy-
tarop Catalyst, skpan/un-
TepaKTUBHas T0cKa Smart
Board TB, npoextop Acer
P1303W., cron npenoaasa-
TEJIbCKHI, CTOJI yUCHHYE-
CKHMH, CTOJI KOMITbIOTEPHBIH,
CTYJI, 10CKa ayIUTOpHAast
(MapkepHas).

VYyebnas ayquTopus JUIsl MPOBEACHUS 3aHATHH JICKIIMOH-
HOTO TUTA. YueOHas ayTuTOpUs AJisi IPOBEACHUS 3aHsI-
TUM CEeMHHAPCKOTO TUTA. YueOHast ayTuTOpust 1715l Kypco-
BOT'O MPOEKTUPOBAHUS (BBIIOTHEHHS KYPCOBBIX padoT).
VYyebnas ayquTopus JUisl IPOBEACHUS TPYIIIOBBIX U UH-
TUBUAYaIbHBIX KOHCYIbTAMNA. Y4ueOHas ayIuTOpUs JUIs
MPOBEICHUS 3aHATUM TEKYIIETO KOHTPOJIS U IPOMEXKY-
toyHoi arrectauuu. (YJIK-418)

Crost y4eHHUECKUN BYX-
MECTHBIH (MOHOOJIOK),
JIOCKa ayJIMTOpHast 3-X CEeK-
IIMOHHAs (MEJIoBast), CTOJI
MPENoAaBaTeNbCKUM, CTY,
npoektop Acer
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